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Historc)ol of data collection

 Web based companies have been conditioned that
“data” is an asset that must be collected, stored,
backed up and held for as long as possible.

e This conventional wisdom has gone largely
unchallenged as the cost of physical storage* has
become so inexpensive and no other direct costs
Imposed.

* Too few companies have designed systems to operate
on minimal data and to store only what is strictly
necessary.

*As of 28 Oct 2009 a 1 Terabyte Hard Drive available on
Amazon.com for ~$58 Euros
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Online advertising and data collection in
practice

* Online content is financed by
viewers consuming advertising.
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 While the number of ads and
their position on the page are

" fixed, publishers rarely know

which advertiser will appear to

new lower auto rates.

any particular user at any time.

e The term “3" party” may create
a misapprehension that these
parties are not directly
interacting with the consumer.
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Each ad has multiple independent data

collectors
To serve each ad data

IS collected by:

Edn Yiew Hiopery Bocks

ok Hlp
R}@ A 4 O B - ';;;-'

[aJC] e e e oo s s e | e Publisher Tool
* Ad Exchange(s)
L b — « Ad Networks(s)

 Advertiser Deliver
Tools

e Rich Media Tools

e Analytics

e More
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Data collection in a single page view
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e 22 -discreet data collectors

. o 21 - third party data collectors
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What third parties typically collect

|P Address of the computer making the request
*Derived location data
*Derived ISP
*Derived connection type and speed
*Full URL of the request
*May include information like customer or order id
Full URL of the referring page
*May include user information embedded by the 1st party
*Basic System Information
«Computer’s operating system
*Type of browser
sLanguage preferences
*Available application handlers
«Cookies
*Time Stamp
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How the data Is typically tied together

Referring URL: /

http://www.crateandbarrel.com/flatware IP Address:

J /' 68.85.172.177

Cookie:
id=80000464646
Behavioural Category:

Home Maker
offline .
User Agent: Ofﬂ ine
\ Mozilla/5.0 (Macintosh...
Time Stamp:
11:10:48 October 13, 2009

Pixel information:
http://.../customer_id=CID_0011
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What Phorm collects

« Random Cookie ID — 24 digits
 Not based on subscriber or browser information

 Aggregate Category — “Camera Enthusiast”
« Does not record specific URL or search term

e Time Stamp — “10:23:45 October 12, 2009”
 Maximum data life 6 months
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Cookie usage by Phorm

Random Cookie:
01234567890234567891234

All Data Within ISP
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What Phorm Can't Answer

What the browser's IP address is

What specific page, site or search term the browser has
requested now or in the past

Where the browser is physically located

What type of browser, computer or operating system the
cookie belongs to

What products or services the cookie may have
purchased

The identity of the user
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Transparency
Notice and Choice
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Discovery of typical player’s practices

_ _ Privacy Policy _ _ Cookie Policy
Data Privacy Policy Continued Cookie Policy Continued

Actual
1.revsci.net

._,..»*'2_sophus3.com Discloéed
3.C(_).uk 1.  doubleclick.net
4.digg.com 2. atdmt.com

5.googlesyndication.com 3. valueclick.com
6.indeed.com

7.realclearpolitics.com
8.2mdn.net
. . 9.vizu.com

3rd party Privacy POI|Cy 10.collective-media.net

11.doubleclick.net
12.pointroll.com
13.dl-rms.com
14.connextra.com
15.atdmt.com
16.technorati.com
17.lInwd.net
18.brightcove.com
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Phorm's Notice and Choice

Switch On
a personalised
internet

A more interesting, relevant
internet experience

Extra protection from
online fraud

New, free service.
No downloads.

Switch On »
Find Out More >

: No Thanks

Personalised content,
less irrelevant advertising

How it works
Interest matching, data collection and use

Notice is unavoidable
Choice is prior to data collection

Choice is meaningful:

* Network based opt out

« Opt Out is of data collection not
of simply receiving
behaviourally targeted ads

Provide a real consumer value
exchange — Webwise
Discover
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Introducing Webwise Discover
Don’t Search — Just Browse

 Webwise Discover delivers a personalised and more interesting
Internet experience by bringing relevant content from across the
web directly to you, wherever you are online.

 Webwise Discover provides a direct consumer value for
participation

 Webwise Discover allows any site to use a free widget to show its
customers more engaging content within the site.



X

international conference
of data protection

arnd Privacy COmmISsSIoners

Discover provides consumers with relevant
articles from across the web

My Webwise.Discover Homepage.. Help 8 FAQ

Don't search, just browse

Relevance -

All content - Results per page 10«

Results for: Your most relevant discovers Keywords based on your browsing:

—— HE

American team win 10th gold medal - " Olympic 100m final, celebrity love
interest, Top UK chefs, recipes,
Australian landmarks, action
movie reviews, rock bands, car
insurance, 4x4 reviews, catwalk
share fashion clothes, indie music
festivals, mortgage advice,
first-time buyer

The 23-year-old, who won silver in the 200m at last year's Related to:
Warld Championships, was today awarded the tenth gold )
medal for the American team. Running the 100m for just the

fourth time, the young athlete beat the previous best of 9.76...

TV celeb out with new love interest : .

Reality TV Star who recently faced a £50m divorce battle
after his affair with a camerawoman was seen out last night
for the first time with his new love interest. The couple
enjoyed a remantic meal, followed by drinks ..

15 minutes ago

Top UK Chef's favourite recipes " .

Season Five's winner of UK Top Chefs will be revealing all her Related to:
recipe secrets in a new book to accompany her successful TV R R
show. Watch a clip here of the first episode which was aired ok B
last Thursday at 9pm ..

52 min: o share
Australia's tourist hotspot — BHE
The Sydney Opera House is the most popular landmark in Related to-

Australia. The multi-venue performing arts centre was
designed by Jorn Utzon in 1973 .

1 hour 11 minutes
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Discover allows consumers to find deeper stories
within sites

Example: Banner ad on publisher site
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Industry leading privacy and data practices

Users are only differentiated using a random number giving full
anonymity
*Result: We cannot know who you are

No website addresses, searches or browsing history is stored
*Result: We cannot know where you have been

Users are presented with a screen offering unmissable notice

and choice
*Result: Free and transparent choice with a direct

consumer benefit



