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A New Profession

 Significant growth in the past 10 years

e Europe: Data Protection Directive; member state
iImplementations and national laws

« USA: HIPAA / GLBA / CAN SPAM / Breach Notice
« Australia: the Privacy Act

e Canada: PIPEDA

 Technology: Online / Email / RFID / VOIP / GPS

» Globalization
* The rise of the Chief Privacy Officer (CPO), Data
Protection Officer (DPO), and Correspondant
(CIL)




IAPP Privacy Professional Survey

Industry 2006 2008
Healthcare 56% 49% 31% 20% 14%
Financial 20 22 21 31 37
Technology 6 8 7 14
Consulting/Law 5 6 5 7
Government 4 5 4 5
Other 4 8 8 9
Telecom 2 3 3 4
Manufacture 2 3 3 2
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Distribution of Respondent Organizations
More than one response is permitted

O Consumer products

5% @ Education

O Financial services

0O Government

O Health care

O Hospitality & leisure

@ Internet services

37% O Pharmaceuticals

O Professional services, consulting & audit
@ Manufacturing

O Retailing

O Services

@ Telecom, cable & wireless
O Technology & softw are
14% @ Other

9% 5%
5%
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Moving Out and Down 1app
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Leaders by Organizational Level and by Privacy in Title

Senior Executive | | 29%

Vice President | | 23%

Director

Manager |

Associate/Staff ]

Other

Privacy in Title | 76%

Privacy not in Title | 24%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%




®
Privacy Programs are Maturing 1app
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Maturity Level of Privacy Program

20% 20% 19% 19%

< $1 Billion $1 to $10 Billion > $10 Billion

Size of Company by Revenue

O Pre O Early @ Middle O Late Middle O Mature
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The Mindset And Various Skills Of A Chief Privacy Officer.
Attorney
. IT specialist
Compliance -- must know
how to navigate through the Thorough knowledge of the
patchwork of both US and capabilities and limits of
international privacy technologies that manage

regulations

o personal data
e
Gov't Affairs /@\ Audit

Public relations executive

High internal profile; proactive WArRmLIE ST
reassurance of consumers in
sensitive markets; readiness to
counter privacy blowups

Ability to vet new products and
business deals or alliances for
privacy problems that other
executives might disregard
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Figure 1: Spider Diagram of Self-Reported Effort in Privacy-Related Activities.

A = Developing privacy strategy

B = Analyzing regulations

C = Performing risk assessments

O = Implementing policies and guidance

£ = Training and communications

F = Monitoring compliance

G = Reporting to management

H = Administration (personnel and budget)

| = Advising/consulting to the organization
L J = Responding to incidents

K = Other

m Current

0 ldeal

l/

Source: Deloitte “Enterprise at Risk” Study, 2006
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Other Job Functions Performed by Leaders and Staff
Reported by More Than 10% of Respondents
More than one response is permitted

Regulatory compliance |
Information security
Other

Consulting

Research

Corporate ethics
General management
General administration
Corporate law
Records management Leaders

Regulatory compliance
Information security
Other

General management
Corporate ethics
Records management
Corporate law
Consulting |

Physical security |

0%
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Defining and Promoting the Profession 1app
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Founded 9 years ago ® — Amcne
* 6200 members in 50 countries |1@PDP /

 Educate:
— |APP Advisor k
— IAPP Daily Dashboard PRVACY LEGISLATI | T
— |APP/OSU Journal herts O T

Armendments To

- Surveys BC Privacy Law SPONSORED BY:

Debated Consumer Data Privacy
. Proposed changes to the province's Freedom of Infarmation and at an all-time LOW...

o N etWO r k . Pratection of Privacy Act are drawing fire from critics who contend

the proposals would allow the government to shield information

— KnOWIedgeNet from the public. Another change would allow limited, temporary

access to personal information outside Canada. One politician said d W’E!lt'HF]I&(“'

1 the change would make the information of BC residents subject to
— KnOWIedQELlnk the USA PATRIOT Act.
Full Story U vonTu

— Conferences FREE WHITE PAPER
Seven S

HIGHER EDUCATION & PRIVACY

- Member Dlrectory --Opinion: Universities Should Mot Be Subject To Wirstapping Law

An FCC ruling stermming from the 1994 Communications

° Ce rt i f L] Assistance for Law Enforcement Act appears to apply to
y U universities. If the ruling was applied to colleges and universities,
CI P P experts say |lﬂll||IDnS of dallars would hg neeld_ed for network T e L
_ upgrades. Critics also contend that universities would face ACHIEVING PRIVACY
"masgsive irvasions of privacy” if they, along with broadband Intermet COMPLIANCE
_ and "interconnected” YolP providers, must comply with the .
CI P P/G wiretapping law by nest vear, according to this blog entry. The ey

— CIPP/C
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GERMAN ASSDCLATION FOR
DATA PROTECTION AND DATA SECURITY

mdereptaral anscpla ol prramiy o
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Compliance Strateqgy

Risk Mitigation ROI

Gut Instinct Analysis/Standards
Reactive Proactive

Limited Scope Holistic

Solo Professional Collaborative Team
A Job A Profession
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Data in Stasis Has Limited Value 1app
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« Metcalf's law
— The value of a network

e My Laws

— The value of data only
Increases when data is
transferred; ergo,

— Data in stasis has limited
value
o Data must flow to create
value!
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Moving Forward

« A privacy profession exists!
 The best policy response?
It begins with networking

 We hope to share our story and promote similar
growth around the world

WWW.privacyassociation.org




